Abstract
Introduction
A digital signature must be verifiable in cases when a dispute arises as to whether a party signed a document, which is caused by either a signer trying to repudiate a valid signature or a fraudulent claimant. In either circumstance, an impartial third party should be able to resolve the matter equitably without the signer's secret information or private key. A digital signature is a number that is dependent on secret information known only to the signer, such as a signer's secret key, and is added on the document to be signed [1] .
A digital signature scheme consists of signing and verification steps. A signer adds his signature, and a verifier checks the received signature. In this process, attacks may involve analyzing the algorithm or a weak point in the protocol. These attacks can be resolved by using more a secure crypto algorithm. However, it is more difficult to identify instances involving a signer's intentional denial or repudiation of a valid signature and a verifier's intentional denial of a received true signature.
To resolve the signer's repudiation or denial problem, Chaum and van Antwerpen introduced an undeniable signature scheme, which consists of a signing algorithm and verification and disavowal protocols [1] [2] [3] [4] . In this scheme, signers cannot repudiate or deny a valid signature because they have participated in the verification of their signatures. However, there is a small probability that an invalid signature will be accepted as a valid signature or that a denial of a valid signature is computationally possible [11] .
We propose a new undeniable signature scheme using a dual authentication protocol based on Chaum-van Antwerpen's scheme [12] . We modify the verification and disavowal protocols to make our scheme more reliable. We resolve the signer's intentional denial or repudiation of a valid signature and the verifier's intentional denial of a received true signature. Of course, our scheme is still based on computation, so accepting a wrong signature as valid or denial of a valid signature is still possible, but there is a smaller probability of this occurring. The rest of this paper is organized as follows. Assumptions and notations related to our scheme are shown in Section 2, and we present our new scheme in Section 3. Then, we explain and analyze our scheme in Section 4. Finally, the conclusion is presented in Section 5.
Assumptions and Notations
In this paper, S denotes a signer, V is a verifier, and ADV is an adversary. Let p = (2q + 1) be a random prime number such that q is a prime number. The discrete logarithm problem in Z p is assumed to be computationally infeasible [5] [6] [7] 13] . α, which belongs to Z p * , is an element of order q. Let 1 ≤ a, b ≤ (q -1), β = α a mod p, and β′ = α′ b mod p, where a is S' secret value and b is V's secret value. ID indicates identification information, which can consist of S' secret and unique information from S' smart card. S k is a secret key maintained by V's system. We assume that a pseudo random number generator (PRNG) exists and is available in both S' smart card and V's system. A → B : M means that A sends message M to B, and all data transmission is secure. Smart cards are tamper-resistant, and no one can obtain the content of smart cards unethically [8, 9, 14] .
Proposed Undeniable Signature Scheme Using a Dual Authentication Protocol with Smart Cards
In our scheme, p, α, β, α′, β′, and public elements are publicly known to S and V who participate in our scheme. Our scheme consists of four processes: registration, signing, verification, and disavowal. In these processes, the verification and disavowal process are very important, so our scheme must prevent S from denying a valid signature and V from accepting forgery as a valid signature. It must also prevent V from denying that it received S' true signature signed by using these two processes. The following is a detailed description of all four processes in our scheme, beginning with registration and ending with disavowal.
Registration Process: To register S' smart card, S must submit its ID to V's system. Then, V's system receives the registration data REG for S, as shown in Figure 1 .
Figure 1. Registration Algorithm
V sends REG to S in a secure manner. REG data is stored on both V's system and S' smart card and is used to authenticate the cardholder. This registration process can be done when S' smart card is issued by V.
Signing process: Our signing algorithm is similar to the signing algorithm in Chaum-van Antwerpen's scheme. In this process, it is important that a digital signature is generated inside S' smart card. Further, all public elements needed for this process are stored on S' smart card and in V's system. The signing process is performed as shown in Figure 2 . In Figure 2 , we add procedure 2 to the signing algorithm of Chaum-van Antwerpen's scheme. S' random number rs is the value used to check that the verifier received the true signature exactly.
Verification Process: This process is similar to the verification protocol in Chaum-van Antwerpen's scheme, which is done with S' cooperation. However, our scheme bidirectionally authenticates S and V as well as V and S. This process differentiates our scheme from Chaum-van Antwerpen and Lee's schemes [10, 15] . The verification process is performed as shown in Figure 3 . In Figure 3 , f is a one-way function that is known to S and V. We modified Chaum-van Antwerpen's scheme to authenticate both S and V dually. We use two values, w for the 1. S calculates y = x a mod p, where x is a message to be signed.
2. S generates r s , where r s ∈ G is a random number, timer, or nonce that is chosen by S.
3. S → V:(x, y, r s )
2. V generates r v , where r v ∈ G is a random number, timer, or nonce that is chosen by V.
V → S:(w, u, r v , x′, y′).
4. S tests whether the received u is a valid value. If u is a valid value, S continues the verification process.
S calculates
m′ mod p, where l′ and m′ are random numbers in Z q * and are selected by S.
S → V:(z, t, g)
7. V tests whether the received t is a valid value. If t is a valid value, V continues the verification process. International 5 (2013) validation of V and u for verifying V's cooperation, and additional two values, t for the validation of S and z for verifying S' cooperation over his/her signature.
Disavowal Process:
This process is essential to our scheme because S can settle V's denial of the reception of the true signature and V can settle S' denial of his/her valid signature. In our scheme, S and V dually verify V and S' denial. The disavowal process is performed as shown in Figure 4 . 18. V generates r v , where r v ∈ G is a random number, timer, or nonce that is chosen by V.
19. V → S:(w, u, r v , x′, y′)
1. S tests whether the received u is a valid value. If u is a valid value, S continues the verification process.
S calculates
l′ β′ m′ mod p, where l′ and m′ are random numbers in Z q * and are selected by S. 
S → V:(z, t, g)

V tests whether the received t is a valid value. If t is a valid value,
V → S:(c, h)
7. S verifies that h is not congruent to r s x′ l′ α′ m′ (mod p). 
S calculates d = (c
V → S:(H, C)
S calculates
D = (C k mod p), where k = a -1 mod q.
S verifies that H is not congruent to
Security Analysis
An undeniable signature scheme must prevent forgeries of S' signature and resolve S' attempt to deny a valid signature. Further, this scheme must also prevent V from denying the reception of S' true signature. Our scheme performs these two basic functions, and is based on the discrete logarithm problem. However, computing the discrete logarithm over finite fields is very difficult and complex. Therefore, is very difficult for ADV to compute a from the equation y = x a mod p or β = α a mod p, and to compute b from the equation y′ = x′ b mod p or β′ = α′ b mod p [5, 6, 7, 16] . However, even though ADV still cannot make S' valid signature, our scheme is inherently vulnerable to accepting an invalid signature as a valid one. That is, there is a very small probability that V may accept Y as a valid signature for message x, where Y ≠ x a mod p. The same problem is also inherent in Chaum-van Antwerpen's scheme with probability 1/q [2] .
In our scheme, the signing algorithm does not differ from that in Chaum-van Antwerpen's scheme. Accordingly, our scheme might still regard an invalid signature as a valid one. Figure  5 shows a detailed description of the probability of accepting a fraudulent signature as a valid one.
First, each possible challenge g and c in the verification and disavowal processes corresponds to exactly q ordered pairs (r s , l′, m′) and (r v , l, m), respectively. This is because y′, β′, y, and β are elements of the multiplicative group G of the prime order q.
Second, V receives challenge g and has no way of knowing which of the q possible ordered pairs (r s , l′, m′) is used to construct challenge g. Similarly, S receives challenge c and has no way of knowing which of the q possible ordered pairs (r v , l, m) is used to construct challenge c. Because α′ generates G, any element of G has a power of α′, where the exponent is defined uniquely modulo q. Thus, we write g = α′ As shown in Figure 5 , the probability of accepting a fraudulent signature as valid is not improved. However, our scheme uses the s value prior to the verification or disavowal processes; however, the s value is infeasible to calculate because of the dependency on solving the discrete logarithm problem. If ADV obtains the value of (s + m′) or (s + m), the complexity of deciding each value is dependent on the size of q. Therefore, we can say that our scheme is more secure and reliable than Chaum-van Antwerpen's scheme, not computationally but logically. In other words, our scheme is more secure and reliable because of the dependency on the pair of three challenges: s, l, m or s, l′, m′. Further, our scheme is an improvement over Lee's scheme [10, 17, 18] , which uses only one-way authentication and only one pair of three random numbers. Moreover, S' smart card is tamper-resistant, so ADV cannot obtain REG or other information from S' smart card unethically. Therefore, S or V, who passes the verification or disavowal protocols, can hardly deny or repudiate a valid signature or deny the opposite credit.
This system is equivalent to the following system:
which can be represented as follows:
and all arithmetic is modulo p. Consider the following congruence:
Hence, the coefficient matrix of the above system of congruence modulo q has a International Journal of Smart Home Vol.7, No.5 (2013)
Conclusion
We presented a new undeniable signature scheme, which is based on Chaum-van Antwerpen's scheme, using a dual authentication protocol with smart cards. Our scheme relies on the difficulty of computing discrete logarithm problems over finite fields, two pairs with three random challenges, and the tamper resistance of smart cards.
In Chaum-van Antwerpen's scheme, two random numbers are used when signers verify their signatures. However, there is a very small probability that an invalid signature might be accepted as a valid one. Lee's scheme uses three random numbers to lower the probability of errors. This additional random number is used to authenticate the signer's signature and check whether the signer is a legitimate user of the verifier's system. However, Lee's scheme authenticates only the signature received, so it does not know whether the verifier is a true verifier. Our scheme uses two pairs, each having three random numbers to bi-directionally authenticate both the signer and verifier. Further, our scheme uses the same transaction protocol states as Lee's scheme. Therefore, our scheme is more reliable and secure without loss of generality.
